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1. Summary

To connect to a remote device via a network, complex setups are often required to obtain HMI or
PLC device data. Even if all settings were configured properly, there will be many online restrictions
and data security problems, resulting in inefficient and inconvenient use of the system.
Meanwhile, also because of the high cost of construction etc., users may finally abandon this
function. The MERITEK IoT cloud service platform provides a solution to make it easier.

MERITEK loT offers a new solution of HMI and PLC remotely monitoring named "iMonitor". As long
as the devices can connect to the Internet, users can easily get the data on the devices,
simultaneously monitor and access multiple devices and receive real-time data, system alarms,
data log which are useful for remotely debugging. The communication security also has a
professional security encryption mechanism, so that the operation and access to equipment
information has effective protection. With these functions above, user does not need to make any
network settings.

MERITEK loT also provides iAccess remote maintenance. When the device is in a foreign country
far away, maintenance personnel do not need to spend a lot of traffic and travel there and do
troubleshooting on site. With iAccess, you can easily connect to the device, download program
and debug on line. In addition, iAccess and MERITEK HMI Pass Through function are perfectly
integrated, users can directly monitor PLC data and update PLC program through iAccess, and can
also operate the HMI at the same time without interruption.
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1.1 Feature

Traditionally, remote connection to a network device requires understanding the surrounding
network environment and settings, which may involve configuring routers or firewalls. There may
also be restrictions where a single WAN IP can only be assigned to one device. Moreover, in overly
complex network environments, individually configuring each device might become impractical.

MERITEK loT offers two main services: "iMonitor" and "iAccess." When connected to the
internet, users only need to perform simple device configurations to easily monitor device data.
Although the two services have slightly different application scenarios, users can plan the cloud
service system according to their needs, and both services can be used simultaneously without
conflicts. Additionally, the "iLocation" feature is provided, which displays the device's location on
Google Maps.
Select the scenarios and features of the iMonitor:
® There are multiple HMIs and PLCs scattered in different areas and the data on these
devices should be monitored at the same time.
® Set alarm conditions to specific register address, if conditions are met then SMS or email
can be sent to the user admin for on-site troubleshooting.
® |f you want to analyze the time or the data changes, record the data and acquire the
system status through the historic trend.
® No need to redownload the HMI project, can configure and modify the register address
through browser.
® Adjustable device returning time interval or return when changed, can reduce the use of
network bandwidth.
® GPS location information can be set on the device, and the MERITEK loT can be logged in
through the browser to view the distribution location of the device.

Select the scenarios and features of the iAccess:

® There is a requirement to change the application of the program, to use remote
maintenance or update system functions.

® Monitor specific single device data in real time and support real time trend analysis.

® GPS location information can be set on the device, and the MERITEK IoT can be
logged in through the browser to view the distribution location of the device.

Dynamic IP @ I
o =f
g A Y I
PLC HMI Firewall Firewall PC / Mobile
1.2 Device Hardware Requirements
Category Product Notes
HMI P5 Series, P2K Series 0S 2.0.10 or above/Firmware v1.6.24 or above
MBs Series CMWLC, CBES
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2. Activation Process

Before using the MERITEK loT service, please request an application form from your distributor.
Onc e you receive the activation confirmation, you can start using the service.
Web MERITEK loT (GCP) https://meritekcloud.net

Web MERITEK loT (Alibaba Cloud) | https://meritekiot.cn

App Google Play https://play.google.com/store/apps/

App App Store https://apps.apple.com/tw/app/meritek-iot/id1453667290

Upon receiving the email, please click the link within 7 days. If you haven't received the email, pl
ease check your spam folder. If the link expires, please contact your distributor for reissuance.

MERITEK <tech-iot@meritek.com>

MERITEK loT Certification Notification (kevinlee)

Welcome to MERITEK loT.Please click the below link to activate your acoount.
hittp: /104199172 143 verify/activate Hd=6w 09 KO Ev YT EOkaY Gend V1o9T gGwpddang =en

Your login information is shown as follows.
Customer D :
Acoouni(Email) -

Passwoid :

FRE R R R R R R R R R R R R RN R R R R R R R R R R R R R R R R R R R R R R R R R R R R kR kR kR R R

¥Tleaze finish the authentication before 7 days.

The mail is sent by system automatically, please do not reply it.

If vou have any problem about the certification,

please mail to tech-iot @meritek.com We will kindly service for vou as soon as possible.

MERITEK AUTOMATION CORP.ALL Rights Reseved.
B Ry s R ey L E P E I E ST ES L



https://fatekcloud.net/login
https://fatekiot.cn/
https://play.google.com/store/apps/details?id=com.fatek.iot&pcampaignid=web_share
https://apps.apple.com/tw/app/fatek-iot/id1453667290
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2.1 HMI Setting

MERITEK HMI supports the use of both "iMonitor" and "iAccess." Below is an overview of the
device login process:

Step 1.
To access the system settings of the HMI and navigate to the "Server/loT" page, follow these steps:

Step 2.

Switch to the loT tab and check the box for "Enable IoT Services."

ds on your LID supports)

is supported on firmwa

sswords

IC l Pass Through [SG1F T
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Step 3.

You need to input the HWID on the web and the LID on the HMI. Here are two methods to do so.

2.1.1 Manually

After logging into the webpage, click on "Devices" then select "Add New"

2s 1Monitor

Language = 1 meritekrdn003 ~
g - Datai Devi
it kndngas R 4/200 - 23 o ’
Devices Search Device Name Search Q
Services
Device = Product Type Support Features Enable
Dat:
@& Data - P5O7ON H s ()
Q iLocation P5I0INA-192 I Hw = ()
Management
a User <
& Groups N
Dataltems’
Devices
@ Resource Usage

Here, you need to enter the "Name", choose the "Product type", input the "Service password",

and enter the "Hardware ID". After filling out these fields, you need to click "Save" at the bottom
of the webpage.

@ Service Password : Should match the one entered on the HMI.
& Hardware ID : The HWID displayed on the HMI.

Language =~ 1 meritekrdn003 =~
meritekrdn003 Groups and Dataltems > Devices
Services * Name * Product Type
@@ Data ~ HMI
* Service Password * Hardware 1D

o iLocation

Description A
Management

[ ]
- User <

% Groups and
Dataltems

E= Devices Description B

() Resource Usage
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Back on the HMI, to use the iAccess feature, you need to purchase an "LID" (License ID). Upon
purchase, you will receive either a physical product or an email containing a serial number. Once
you have the serial number, please check the box for "Enable iAccess" and input the LID.
€ Once activated, the LID will bind to the HWID and cannot be used with other HMls. ©
4@ The LID does not need to be entered on the webpage.

s is supported on firmware

Passwords

| wne | Pass Through | 1T B




2.1.2 Using the App
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Open the app and follow the steps shown in the image below. Click on the specified step, and the

camera will appear.

ty T Myiooxlmi645 | B B G 7 [ 100% M 16:46
|:| 1 . iMonitor .
meritekrdn003
HISTORIC TREND

Services

11

L4 Normal

222 Historic Trend

g Alarm 0 iLocation
Management
&2 Devices 2 -

meritekrdn003
&
iAccess

=

Devices

2/3 Device

P5070N

P5101NA-192

Gy & [ 100% M8 16:46

o

HMI

HMI

After entering the "Service Password" on the loT page, click on the image on the right side. It will

generate a QR code. Please scan it using the app.

~ Sarvarc/InT

B X Cancel

&

E |
% Enable IoT Services (il

Host M -

. HWID E9695A01E8 )

LTE,

I Service Password -
|| % Enable iAccess i

| |== i8] 7 QFAHTNY n

[ Enable iAccess Viev
(It depends on your LID sug

| (IoT functions is supported on firmware v1.5.39 and above.)

%/ Mask Passwords

.FTP l VNC l Pass Through

After scanning is complete, press "OK" in the top right corner of the HMI to save. The app will
automatically fill in the HWID, Service password, and Product type. After entering the Name, click

on the checkmark in the top right corner to add this device.
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When adding an LID, you need to switch to the iAccess Page. Once in the iAccess device library,
click on the device on the right side to edit it.

oy % [pi00%mE17:04| B & &y & [y 100% 0 17:04

[
Elz iAccess Q A

meritekrdn003
group1 Q@ .
Services
b @ iAccess
@ iLocation
Group_2 9
i Management

Devices 3 .

¥ Connect Log

P5070N

Duplicate
s |
meritekrdn003
o E Delete
iMonitor iAccess

When the device is in an online state, you can click on "Remote Set LID."
| Cy 7 [ 100% M 17:05

4 Edit Device v

. Online Remote Set LID

ra Scan QR code and fill the settings
automatically

*Name

P5070N

*Product Type

HMI

*Service Password

1234

10
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Scanning the QR code on the physical product will automatically input the LID into the HMI.

Step 4.
Check the 10T page if a green icon. A green icon indicates that the connection is normal, while a
red icon indicates an abnormality. You can click on the icon to view error messages.

on your LID supports.)

s is supported on firmwa

11



2.2 MBs-CMW.LC Setting
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Step 1.
[ 10T Service] : Select the service and set up the password
Device Setting
System Device  Server loT Services
iMonitor
Server meritekcloud.net v
Step 2.

[ Diagnostics] — [Information] , write down the HWID and enter it later when the web

terminal creates the device.

HWID

iMonitor Status

48]

Connecting

2.3 MBs-CBES Setting

Step 1.
[ 10T Service] setting, write down the HWID and enter it later when the web terminal creates
the device.
Step 2.
-Select the service and set up the password.
Parameter Value
HWID 664
iMonitor Status | Connecting
2 iMonitor
Enable/Disable Enabled

Server

Password

meritekcloud.net

12



3. Services

The website will only display the purchased features.

as 1Monitor
#) iMonitor
iAccess
Services

Data

Gro

Datai

3.1 [iMonitor)

3.1.1 Group List

=s 1Monitor

MERITEK loT Manual

You can switch functions through the menu in the top left corner.

Language = 1

meritekrdn003

meritekrdn003 Data

Croup List
Services
Dataitem Group =

& Data v -
@B m

Group List

Ao

Historic Trend Dataitem

Q@ iLocation ramt

va

Management

User

N ge

Groups and
Dataltems

il
I

Devices

O Resource Usage

Location Coordinate

@ Disable

° DD 025.0821000 121.5670000

Connection Status Alarm Status

@0nline g Nomal

@0nline @:#iam

Search Q

Alarm Status

W MNermal

@ Alarm

Value Last Update

o 2024/03/07 17:25:51

40.00 2024/03/07 17:0812

Item

Describe

Dataitem Group

Display the name of the Dataitem group.

Location Coordinate

Display the GPS coordinates of the device's location.

Alarm

An alarm has occurred.

Alarm Status

Normal =~

Status is normal, no alarms have occurred.

Dataitem

The name of the data item.

13
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Connection Status

Online The device is connected to MERITEK IoT.

Offline The device is not connected to MERITEK loT.

Abnormal Device is connecting to MERITEK loT, but data
settings or communication is incorrect.

Value

The return value from the device address.

Last Update

Last update time.

Detail

Detail information of dataitem, including trend display, value
operation setting, historic data and alarm events.

Search

Quickly search the list of groups or dataitems.

3.1.2 Dataitem List

Clicking "Detall" allows you to view the status of data items in detail and edit their values.

Data
Search
Dataitem Group = Location Coordinate Alarm Status
m Q Disable k4 Normal
299 @ DD 025.0821000 1215670000  :gg: Alarm Detail
Dataitem Connection Status Alarm Status Value Last Update
toml Onling MNormal 0 2024/03/08 08:12:01
Onling Q Alarm 4£0.00 2024/03/07 23:05:1
Data Group Detail
‘ Device Status Data Log Alarm Event
Search
Dataitem = Connection Status Alarm Status Value Last Update
- item1 Online 4 Normal 0 Edit a 2024/03/08 08:13:06
VG Online Q@ Alarm 40.00 2024/03/07 23:06:1

14
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3.1.3 Device Status

Data > Group Detail
Dataitem List Data Log Alarm Event
Device Status Search Q,
Dataitem From Device Connection Status
item1 PE10INA-192 @ onine
Vo PE10INA-192 @ oniine
Data > Group Detail
Dataitem List Data Log Alarm Event
< P510INA-192
Device Information
OS_VER 08 v2.0.28
ENV_VER 4104
FW_VER 16.55 e838f70d
Item Describe
OS_VER OS version of the device system.
ENV_VER Environment package version of the device system.
FW_VER Firmware version of the device system.

15



3.1.4 Data Log
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Data > Group Detail 753/2000( HitericDai
Dataitem List Device Status n Alarm Event Delete
Dataitem Group Name Last day
All item V9

Dataitem Time ¥ Data log

v 2024/03/07 08:19:40 40

v 2024/03/07 08:29:40 40

V9 2024/03/07 08:39:40 40

v 2024/03/07 08:49:40 40

v 2024/03/07 08:59:40 40

e, 2024/03/07 09:09:40 40

Item Describe

Dataitem Group Name

viewing time range.

Select the Dataitem Group you want to view and choose the

List Display the collected data.
Download Select a Dataitem and download the collected data.
Delete Select a Dataitem and delete the collected data.

When the data collection reaches its maximum capacity, it will stop collecting and send an email
to the user. Please manually delete the data.

16



3.1.5 Alarm Event
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Data

Dataitem Group Name

All

Dataitem

Ve

> Group Detail

Last 5 days

itemn’ Ve

Alarm Message Time ¥ Value

Trigger Time @ 2024/03/05 16:06:01 1

oT Web Message X
Recovery Time — -

36/20000 Alarm Records

Dataitem List Device Status Data Log “

Delete

Item

Describe

Dataitem Group Name

viewing time range.

Select the Dataitem Group you want to view and choose the

List Display the recorded alarm data.
Download Select a Dataitem and download the recorded alarm data.
Delete Select a Dataitem and delete the recorded alarm data.

When the maximum number of Alarm Records, recording will stop, and an email will be sent to
the user. Please manually delete the data.

17
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3.1.6 Historic Trend

meritekrdn003

Services

Management

[ (]

(]

i
=

Data

Search

Last day

%

® item

Item

Describe

Select a data item.

Choose the trend chart of the Dataitem you want to view.

Time filter:

Set the interval for the query.

18



3.2 [iAccess]
3.2.1 Device Group List

meritekrdn003

Services
& Data

Q iLocation

Management

Data

Device Group List

Device Group a

groupl

Davica

PSI0TNA-192

Group_2

MERITEK loT Manual

Search
Location Coordinate

o DD 025.0821000 121.5670000

Product Type Model Nama iAccess Status

B PSI0INA

Q Disable

Item

Describe

Device Group

Device Group name.

Locatlf)n Display the GPS coordinate of the device.
Coordinate
Device Device name.
ERITE ERITE i
TS M. RITEK loT supPorts MERITEK HMI currently, other types of devices
will be supported in the future.
Model Name Display the HMI model name, such as P5070N.

iAccess Status

Four kinds of status below:

Inactivated LID is not activated and the device cannot be used.

Offline LID is activated but device is not connecting.

Online Device is connecting with MERITEK loT but there is no

Standby user doing operation.

Online Used | Device is connecting with MERITEK loT and the
user is operating, only one user can operate at the

same time.

Search

Quickly search the list of groups or devices.

19
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3.2.2 Device Information

Data
Device Group List Search Q
Device Group = Location Coordinate
group? o DD 025.0821000 121.5670000
Device Product Type Model Name iAccess Status

PS10TNA_192 (m LYl PS101MA @®0nline Standby Detail |4@»

Group_2 Q Disable

Data > Detail

Detail Information Activation Log Loging Log Connection Log

Device Information

0S_VER 08 v2.0.28
ENV_VER 4104
FW_VER 1.6.55 e838f70d
Item Describe
OS_VER OS version of the device system.
ENV_VER Environment package version of the device system.
FW_VER Firmware version of the device system.

20
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3.2.3 Activation Log

Display the date when this device was activated using LID.

Data > Detail

Detail Information Activation Log Loging Log Connection Log

P5101NA-192 The latest 50 logs
Time Content

20231214 10:31:54 Device is actived.

2023/09/19 15:42:57 Device is actived.

3.2.4 Loging Log

Display the time when the device logged into the server.

Data > Detail
Detail Information Activation Log Connection Log
P5101NA-192 The latest 50 logs
Time Content
2024/03/08 08:47:53 Device login
2024/03/07 23:05:10 Device login
2024/03/07 21:44:23 Device login
2024/03/07 21:35113 Device login
2024/03/07 18:03:51 Device login
2024/03/07 17:08:1 Device login
2024/03/07 17:05:09 Device login

21
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3.2.5 Connection Log
Display the time when a user connected to this device.

Data > Detail
Detail Information Activation Log Loging Log
-
P5101NA-192 The latest 50 logs
Time Content
2024/03/06 11:2119 Device is connected.
2024/03/06 10:40:55 Device is connected.
2024/02/14 16:24:04 Device is connected.
2024/02/07 13:33:10 Device is connected.
2024/02/06 23:29:15 Device is connected.
2024/02/06 23:28:23 Device is connected.
2024/02/06 23:22:43 Device is connected.

22
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3.3 [iLocation]

Display the geographical location of the Group on the map.
iLocation
X g
a—y ra !
Seo,l- 3 — ;; L
group n, = ™
@ Yo 2 W Sangy,
) K - ¢ @8
. (4 e
5 N z
x @@,&Q ‘ of £
nIrdRd % N7 A <
Z % Lo, T~ XM\ /. Section 1, Nej 5
) Y e ; ? 2 T on ] ..Nenhuﬁd &
2 S Py 12 ]
186, Zhifu Rd ¢ R thouzig s +
% fane i
> ik 2ho,
s gy Uz, —
5 o Ruy, (e St
2 N\ (778
%, NS "9 4, =
— \9(0_ 75 4 Keyboard shortcuts Map data ©2024 Google Terms ‘’Report a map efror
groupt Search
Device a Product Type Model Name iAccess Status
P5101NA-192 B =M P5101INA @ Online Standby

The GPS location of the HMI needs to be set in FvDesigner and can be configured as static

[ Unit Setting [

| .| Unt18) i
| .. Gnt18) i

[suv210000
| su:vz10001

iMonitor Status Address
iAccess Status Address
iLocation (GPS

{®) Static | Dynamic

GPS Format | dddDDDDDDD (DD)
Quadrant Decimal (0~9999999)

Type

- s <] o8

Latitude
: | [s670

Longitude

 loT Messag
. [ tnt_160

|| Send Result

Reset the Register to Zero Before Sending

Or dynamic (Total digits: 10 / Decimal points: 7).

iLocation (GPS

T ()Static O Tyt
GPS Format 4ddDDDDDDD (DD) s
Latitude Degree Address ‘ $U:v210002 | ... 32Bit-INT (-900,000,000-~900,000,000)
Longitude Degree Address ‘ SU:V210004 .| 32Bit-INT (-1,800,000,000~1,800,000,000)

23
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4. Management

The "Management" interface is only accessible to accounts that have been granted permissions thr
ough the completion of an application form. Regular users will not see this interface.

The website will only display the purchased features.

You can switch functions through the menu in the top left corner.

as 1Monitor

#) iMonitor
Gro
Services
Datai

4.1 [iMonitor]
4.1.1 Create User

Create users who can log in to this project and manage the devices they can operate based on the
set permissions.

i iMonitor Language - §  meritekrdn003 ~
meritekrdn003 User | 1 Moesebs 2 @ Add user
L]
User List Search Q
Services
Name & Email Title iMonitor Pe... Account St... Blackl..
Data L .
B meritekrdn001 meritekrdn001@gma, @ Disable Activated
Group List meritekrdn002 meritekrdn002@gma... @ Dissble Activated
kevinlee kevinlee@meritek.com 5
Eistarie Tra @ Enable Activated

tiffany tiffany@cloud.com @ Disable
Q@ iLocation

Management

&
- User

& Groups and
Dataltems

== i
== Devices

O Resource Usage

24
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User Add User 1 MesitorUses
|
* Name Nickname Title
* Account(Email) Mobile Phone Number * Password
* Email Language
Select...
Description
&
Data Black List
Dataitemn Group Search
Name = Read Only Read and Write
M Off
222 Off
Item Describe
iAccess User Number of existing users and maximum number of user accounts.
Name Set the user’s name.
Nickname Set the user’s nickname.
Title Set the user’s title.
Account(Email) Set the user’s login account.
Mobile Phone Number Set the user’s mobile phone number.
Password Set the user’s login password.
Email Language Set the language for receiving emails for this user
Description Set the description about the user.
Data (Enable/Disable) Set the user's permissions for operating the Dataitem Group.

Black List (Enable/Disable) Forbid the user to log in to the IOT management page
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4.1.2 Create Devices
Click on "Device" in the bottom left corner, then click on "Add" in the top right corner.

Description A

Description B

Description C

Disabled

meritekrdn003 Devices  4/200 Diaiies | 59 Devic Q) vevices
Search Device Name Search 2 .
Services
- F t Ty t f Enable
& P5i N E =m !3:
PSI0INA- E 1 QZ
‘;;'
Management
Groups and Dataltems » Devices
* Name * Product Type
Select...
* Service Password * Hardware 1D

Item

Describe

Name

Customize the device name.

Product Type

Select the device type.

Service Password

Set the service password to match the one entered on the device.

Hardware ID

Enter the hardware ID displayed on the device.

Description

Set any additional notes.

Link Device

Set up the links that will be used; functionality will not be affected if
this section is left unset.
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Third Party App Information
Broadcast

Set whether to send notifications for this device to Third Party App.

After creating the device, you need to switch it to "Enable" before you can use it.

Dataitems

Devices  4/200

Devices

Device = Product Type
P5070N £l Hm
PE10INA-192 E] HM

2/3 Device o Devices

Search Device Name Search

Support Features Enable

=

olle

=

27



4.1.3 Create Dataitems

After creating the device, you can add Dataitems.

MERITEK loT Manual

i Datait ; Devw: o
meritekrdn003 Groups and Dataltems ~ 4/200 sl o) B 2 @ Dataitems
L ]
- Search
Services
Device Product Type Dataitems
B Data
i) ~ PEOTON El Hmi 2/200
PBI0INA-192 D HMI 2/200
Q
Management
[ ]
-
-
=0
Dev IS’ 1 -
Groups and Dataltems Dataitems
Switch Sam P
3600
Select Device
Read Only P5I0INA-192
Switch
* Dataitem Name Data Format Length
Bit 1
Condition imit Value A imit Value B
Compn AB 0 1
* Adc
Update Mode Perio
Send Em: App Notification A age
Period 5
The third party
Contact
All customer 1D
o meritekrdn003 0 meritekrdn001
) sz €) i
)
Recurrence Interval Transfer Delay Ti
0 Minutes Sec
Item Describe
read-write Set whether this Dataitem can be written to; if not switched, it can only be read.

Select Device

Select the device to get data.

Dataitem Name

Set Dataitem name.

Data Format

| Bit

The format set here must match the components on the HMI.
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Length

Decimal Point
Location

Max / Min

Comment

Address

Update Mode

Period Time
Datalog
Enable/Disable
Sampling Period

Alarm
Enable/Disable

Alarm Condition
Alarm Content
Send Email

App Notifications

Send SMS
Message*Note 1

The third party

Alarm Contact

Recurrence

Interval (Minutes)
*Note 2

Transfer Delay
Time (Second)
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16Bit-BCD

16Bit-INT

16Bit-UINT

16Bit-HEX

32Bit-BCD

32Bit-INT
32Bit-UINT
32Bit-HEX
32Bit-FLOAT

ASCII String

Data length.
Set the decimal point display position.

Set the range of numerical input.

Set related remarks.

Set the address to read from. Please copy and paste from FvDesigner to here. If
the address entered here is different from the one on the HMI, it will not be able
to read.
Example: SU:VO, @0:RO, ST:Tag0
Mode for device to return data.
Period According to [Period Time] to return data periodically.
Trigger Return data when the value has changed.
Use in the periodic update mode, increase the time can reduce the network
bandwidth usage and reduce the system loading.

Enable the data log function.
Period of data log sampling.
Enable alarm function.

When the condition to trigger an alarm is met, the alarm will be sent.
User customize the alarm content to be sent.
Send message via email.

Push notification of the alarm message to mobile APP.

Send message via SMS message.

When this Dataitem triggers an alarm, the selected personnel will be notified
synchronously.

Receiver of the alarm message.

When alarm is triggered and send the first SMS, e-mail or push notification, this
is used to determine the interval to send the message again until the alarm is
cleared.

When the alarm condition is triggered, this is used to determine delay how many
times to send SMS, e-mail or APP push notification. This function is to avoid
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sending too much message when the value changed in a limited time.

Note 1: Purchasing SMS credits is required for sending text messages.
Note 2: When the resend interval is set to "0" minutes, alarm notifications will only be sent once a
nd will stop resend.
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4.1.4 Create Dataitem Group
You must set up a Dataitem Group before you can read or write from the Web or App. Place the Da

taitem you want to monitor in the same Group.
meritekrdn003 Gl‘OUpS and Dataltems 4/200 Datascos 2/3 Devce & Dataitem Group
Search 2 v
Services
Dataitem Group = Location Coordinate
@ Dat m Q Disable
222 o DD 025.0821000 121.6670000
Q
Management
)
«»
aiter 1p Lis
Groups and Dataltems > Dataitem Group

GPS Source
P5101NA-192

* Dataitem Group Name

Description A

Description B

Description C

* Add Dataitem Search Use Search
Name Rad Oy Read and Writs Browse
Dewice Info
PS070N v

0 kevinlee & on
P5101NA-192
mi ve

ltem Describe

Dataitem Group Name Set Group name.

Upload Set the group icon.
Set the group GPS source. The coordinates need to be set in FvDesigner.

GPS Source
31
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Description Set your own description.

To add devices to the group, the right-side arrow provides the drop-down

Add Device . .
menu for users to add dataitems into the group.

User Add users who can monitor this group.
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4.1.5 Create Trend

Select Dataitems from the created group to display trend chart lines.

meritekrdn003 Groups and Dataltems /5 e 2 Q Trenc
rend List Search "
Services
Trend Name =
® Daa ,
Q iL
Management
@
@
So
Groups and Dataltems Trend
*Trend Name *Y_axis Unit
AA a
* Select Dataitem Group Search
111
10 . v20 =
222

Item

Describe

Trend Name

Set the trend name.

Y-axis Unit

Set the Y-axis unit.

Select Dataitem Group

Add groups to the trend and select the group’s dataitem.
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4.2 [iAccess])
4.2.1 Create User

Create users who can log in to this project and manage the devices they can operate based on the
set permissions.

2s 1Access Language - 1 fatekrdn003 ~
i A U
meritekrdn003 User 2/gg “eoesyee 2 . @ roa user
User List Search Q,
Services
Name a Email Title iAccess P... Support F. Account S... Blac...
@ Data meritekrdn001 meritekrdn001@gma. @ Ensble sEe= Activated
Q@ iLocation meritekrdn002 meritekrdn002@gma @ enzble ENHE Actvared
kevinlee kevinlee@meritek.com . Disable i Activated
Management
i 3 ) .
1 = tiffany tiffany@cloud.com @ Disable m
8 User
& Groups and it
Dataltems
iAccess User
User > Add User 2/99
Basic Information
* Name MNickname Title
* Account(Email) Mobile Phone Number * Password
* Email Language
Select...
Description
&
Permission
Data Black List
( @ECE Unblocked
Dataitem Maintain Viewer
Disable Disable Disable
iAccess
Device Group Search Q
Name = Read Only Read and Write Maintain
Group_2
gI’DLID'I
I\

34



MERITEK loT Manual

Item Describe
iAccess User Number of existing users and maximum number of user accounts.
Name Set the user’s name.
Nickname Set the user’s nickname.
Title Set the user’s title.
Account (Email) Set the user’s login account.
Mobile Phone Number Set the user’s mobile phone number.
Password Set the user’s login password.
Email Language Set the language for receiving emails for this user
Description Set the description about the user.
Data (Enable/Disable) Set the user's permissions for operating the Device Group.

Black List (Enable/Disable) Disable the user from logging into the I0T page.

Dataitem Set whether the user can read and write Dataitems.
Maintain Set whether the user can use maintenance functions such as Upload,
Download, Pass Through, and File Transfer.
. Set whether the user can use the screen monitoring function of
Viewer

iAccess Viewer.
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4.2.2 Create Devices

Click on "Device" in the bottom left corner, then click on "Add" in the top right corner.

meritekrdn003 Devices  2/999 Demies 2 © Devices
) Devices Search Device Name Search
Services
Device Product Type Support Features Enable
o Do P5070N [ = » = ()
Q PS10INA-192 I s = P = (:
Management
[
@
E= Devices 1 =
Groups and Dataltems Devices
* Name * Product Type
Select...
* Service Password * Hardware 1D
Description A
P
Description B
P
Description C
4
Third Party App Information Broadcast
Disabled
Item Describe
Name Customize the device name.
Product Type Select the device type.

Service Password

Set the service password to match the one entered on the device.

Hardware ID

Enter the hardware ID displayed on the device.

Description

Set any additional notes.

Link Device

Set up the links that will be used; functionality will not be affected if
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this section is left unset.

hlciEaniaeRlintonpatey Set whether to send notifications for this device to Third Party App.
Broadcast

After creating the device, you need to switch it to "Enable" before you can use it.

= Device .
Devices 2/999 € Devices
Devices Search Device Name Search
Device = Product Type Support Features Enable
- ~N
P5070N ] Hmi = M & (/J
- ~N
P5I0TNA-192 = = M & )




4.2.3 Create Dataitems

After creating the device, you can add Dataitems.

MERITEK loT Manual

Basic Setting

Select Device

P510INA-192

meritekrdn003 Groups and Dataltems Device List  2/999 HEe 2 ) ootaitems
) Device List Search Device Name Search g
Services
Device a Product Type iAccess Status User Purpose Dataitems
ﬁ ~ P5070N D HMI ® Online Standby 2/100
~ P510INA-192 D HMI ® Online Standby 2100
Management
3
-»
& Groupsand P
Dataltems 1
Device List n
Groups and Dataltems Dataitems

Read Only
* Dataitem Name Data Format Length
Bit 1
Comment
P

* Address

Update Mode Period Time

Period 10 Sec
Item Describe

read-write

Set whether this Dataitem can be written to; if not switched, it can only be read.

Select Device

Select the device to get data.

Dataitem Name

Set Dataitem name.

Bit

16Bit-BCD

Data Format

16Bit-INT

16Bit-UINT

16Bit-HEX

The format set here must match the components on the HMI.
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Length

Decimal Point
Location

Max / Min

Comment

Address

Update Mode

Period Time
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32Bit-BCD
32Bit-INT
32Bit-UINT
32Bit-HEX
32Bit-FLOAT
ASCII String

Data length.

Set the decimal point display position.

Set the range of numerical input.

Set related remarks.

Set the address to read from. Please copy and paste from FvDesigner to here. If
the address entered here is different from the one on the HMI, it will not be able
to read.
Example: SU:VO, @0:R0, ST:Tag0
Mode for device to return data.
Period According to [Period Time] to return data periodically.
Trigger | Return data when the value has changed.
Use in the periodic update mode, increase the time can reduce the network
bandwidth usage and reduce the system loading.




4.2.4 Create Dataitem Group
You must set up a group before you can read or write data items on the Web or App. Place the Devi
ces you want to view in the same group.

MERITEK loT Manual

2 : 2 ; ; Dev % .
meritekrdn003 Groups and Dataltems Device Group List  2/999 e 2 @ pevice Group
Device Group List Search £
Services
Device Group = Location Coordinate
groupl Q@ DD 025.0821000 121.5670000
@ Group_2 O Disable
Management
@
L
& Groups and
o Dataltems
Device Group List 1 [
Groups and Dataltems Device Group
* Cataitem Group Name GPS Source
P5101NA-192
Description A
&
Upl
Description B
Z
Description C
&
* Add Device Search User Search
Devices (1/100) User Maintai iowear
PEI0TNA_12 0 meritekrdn001
SUUNVT
o meritekrdn002
P5070N
Item Describe

Dataitem Group Name

Set Group name.

Upload Set the group icon.
GPS Source Set the group GPS source. The coordinates need to be set in FvDesigner.
Description Set your own description.

Add Device

To add devices to the group, the right-side arrow provides the drop-down

menu for users to add dataitems into the group.

User

Add users who can monitor this group.
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4.2.5 Connect Log

View the usage status of the device.
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meritekrdn003

Services

L

® Connect Log

®

Connect Log

Select Device

2 Selected Device

Deavica Name
P5IOINA-192
PSO7ON
PSO70N

PSI0INA-192

Rgsm v

/0306 11:21:25

2024/03/08 10:41:07

2024/03/06 10:40:56

Select Time interval

Last 5 days

4/D3/06 10:4148

2024/03/08 10:4115

4/03/06 10:41:00

meritekrdn003

meritekrdn003

meritekrdn003

meritekrdn003

Purpose

Dataitem

Vigwer

Dataitem

Datanem

Comment
Discannectsd by device
Discannected by device
Discannected by device

Disconnected by evice

59 Cosnectlog

Delota
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5. iAccess Remote Maintenance

iAccess Insight is a MERITEK IoT tool that assists users in remote updates and maintenance of
devices. You can find it in FvDesigner.

)

o
I le
File Pass em MERITEK PLCTransfer  FBF  Install Usb loai iAccess L 5B Security
Transfer Through d v Reader  Driver Insight Key

Alternatively, you can download the standalone installation
package. https://www.meritek.com/download.php?act=list&cid=16

After opening the application, select the server you want to connect to, then fill in the Customer ID,
Account, and Password to log in.

&% jAccess Insight ? X

IAccess Insight

Customer ID

Account(Email)

Password

A |

(@ meritekcloud.net () meritekiot.cn

Forget Password?

42
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After logging in, you will see the iAccess devices that have been Enable.

MERITEK loT Manual

&% iAccess Insight 7 X
Refresh Logout
MName Product Type Model Name iAccess Status
v PEOTOMNA
PEO70NA 1 HMI P50O7ONA Cnline
Detail
Item Describe
Name Device name, need to login to the website to set.
Product Type Display the product type.

Model Name

Display the group’s model name.

iAccess Status

Display the current status of the device.

Refresh Refresh the device status.
Logout Logout the account.
Detail Select the device then enter the remote function page.
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5.1 HMI Maintenance

Click on the HMI to enter the device control page.

&% jAccess Insight ? X

Back Logout

P5070NA

Model: PSO70NA
Firmware verson:  1.6.60 00184cbe
OS version: 0SV2.0.26

Env version: 4107

IAccess Status: Online

iAccess LID: Advanced

‘ Download ':.. Upload :{} Pass Through 3File Transfer _CI Viewer

—
Item Describe
Name Device name.
Model Display the device model.
Firmware version Display the device firmware version.
OS version Display the device OS version.
Env version Display the device environment package version.
iAccess Status Display the connect status.
iAccess LID Display the LID type.
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5.1.1 Upload/Download

Users can remotely upload and download projects for HMI.

¥, iAccess Download Manager ? % | "% iAccess Upload Manager ? ®
Diata Source Choose a path 1o upload running package
Running Package | | . Save To |
Ficawware defanlt Firmuare . Diefault
& ™ Orther settings
Delete from HMI [ Upload Internal Register
SelectDeselect All
[ SelectDesslec Cptinn. | $UENT, JU-ENTA
Backnp Memory Alarm Recipe Data Log Print Link  [] Wi-Fi
Security Password Operation Log Data Transfer Tnstallment Schedule  [] Others Save To
Other Bettings

Status
[[] Rebaot after Download

[ #ynchronize HMI date and time with PC

[ User Detined Startup Screen

[] Write System Settings

[ Update Internal Register (§UXN ¥/ $TENTA)
Status

If you encounter mismatches between the project and firmware when using the standalone install
ation package of iAccess Insight, please update to the latest version of iAccess Insight from the offi
cial website.
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5.1.2 Pass Through

Using Pass Through allows remote control of the PLC.

7 iAccess Pass Through ? *
Pasz Thoough by PLC Tvpe
(@)l () ifecess Virtual COM ) CoM (®) Ethernet (TCF)
Connection Setting
C HMI PLC
IP Address 127.0.0.1 IP Address [192.168.0.81 |
Port 5000 Port [5555 |
Prepare for Pas Throngh
| Start Fass Thiough | End Pass Thiough Close
Item Describe
Pass Through by Choose between using IP or iAccess Virtual COM.
PLC Type Select how the HMI is connected to the PLC.

Comrection Setting-PC Configure the method of connection to the remote HMI.

Set up the serial port for the HMI to connect to the PLC; this step is not

Comrection Setting-HMI necessary if the HMI and PLC use network communication.

Comrection Setting-PLC  Configure the connection parameters for the remote PLC.
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5.1.3 File Transfer

Users can connect to the remote HMI to access the internal folders.

24 iAccessFile Transfer - m} b
Local Path | My Computer v HMI Pah ‘ -
ASOX s

MName Size Type Mame Size Readable  Writeab
- C Drive internal true true

- D Drive

- E Drive

@m F: Drive

< > < >

State

How Comnected ...

15:22:06 : Now Connecting...

15:23:06 : Checking HMI commmndcation sitings. ..
15:23:09 : Gret Connection...

15:22:10 : Now Connected ...

Start Conunection Stop Connecting Cloge
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5.1.4 Viewer

The Viewer function supports users to control the screen via a computer or app. This feature needs

to be enabled in the system settings of the HMI beforehand.

X Cancel Servers/IoT
%] Enable IoT Services (iMonitor/iAccess)
Host meritekcloud.net j
Mojim

HWID LB
Service Password
% Enable iAccess

LID 1

x| Enable iAccess Viewer

(It depends on your LID supports.)
(IoT functions is supported on firmware v1.5.39 and above.)
% Mask Passwords (@
FTP l VNC | Pass Through

= O X

2\ iAccess Viewer

Speed Control
Speed Control

Slow [ {Normall{{ Fast
LON (ON I | ON
2 £ O
orr il Morr i MOFF

Minimum Speed
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6. [ MERITEK loT App )

The MERITEK loT App supports both Android and iOS platforms, providing iMonitor and
iAccess services. The app will only display the purchased features.

Google Play https://play.google.com/store/apps/details?id=com.meritek.iot&pcampaignid=web_share
App Store https://apps.apple.com/tw/app/meritek-iot/id1453667290
Alibaba Cloud http://www.meritek.com.cn/download.php?act=list&cid=16
6.1.1 [iMonitor]
Introduce
~ 6 = [ 100% Hl 15:35 M B (g = [ 100% MM 15:35

@GROUP LIST

iMonitor

(@r11
@n Normal

222
n Alarm

oS ©

DBy

meritekrdn003
@HISTORIC TREND Services
& iMonitor v

Group List

0
®

Historic Trend

o iLocation

Management

2= Devices

@ meritekrdn003 @

iMonitor iAccess
Item Describe
@Menu Click to expand the side settings page.
@Group List Displays the configured groups.
@Historical Trend ic)i:;r:z:;/;gtge configured historical trend chart, with customizable display
@Group Name Displays the name of the group.
@Alarm Status Indicates whether the group has triggered alarms.
@GPS Indicates if GPS is configured; if illuminated, can be clicked to switch to
iLocation.
@Search Allows input of keywords to search for groups.
Notifications Click to display notifications that have occurred.

@Switch

Click to switch between functions in use.
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Device
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Click to switch to the device library page, where devices can be
add/edit/enable/disable.

Click to switch to the account settings page, where

@Settings Name/Password/Biometric can be modified, privacy policy and terms of
service can be viewed, and the account can be logged out.
6.1.2 [iAccess]
~ (s & [y 100% M 15:36
iAccess Aa
group1
P5101NA-1 C@ ®©®
2 H¥ standhy = 2 0O
FaN
Group_2
P5070N HMI @ onlineused = = @
meritekrdn003 Dataltem
N\
)
iMonitor iAccess
Item Describe
@Group Name Displays the name of the group.

@Device Name

@ Device Type
@Device Status

@ Data Items

@iAccess Viewer
@Device Information

Connected Users
@Active Functionality

Force Disconnect

50

Displays the name of the devices within the group; clicking will go to the
Dataltems page.

Displays the type of device.

Displays the status of the device; for example, if it is currently in use, it will
show "Online Used."

Clicking will switch to the Data Items page, where configured data items can
be monitored.

Clicking will display the device's screen.

Clicking will display information such as the device's firmware version.

If the device is currently being accessed, it will display the users who are
connected.

If the device is currently being accessed, it will display the functionality
being used by the user.

A feature only available to project managers, which allows them to forcibly
disconnect users from the device.
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7. Configure sending push notifications to thir
d-party applications.

To ensure users receive abnormal notifications more quickly, we have developed the ability to send
push notifications using both " Line Notify ; and " WeChat, for the following scenarios:
1. Sending push notifications when a data item triggers an alarm in iMonitor.

2. Sending push notifications when an alarm occurs in HMI

Here are the prerequisites for using this feature:
1. Enable "Third Party App Information Broadcast" for the devices in the "Device"

2.  The HMI used must be able to connect to loT, and the firmware version must be v1.6.60 or hig

her.
® Google Cloud only supports [ Line Notify ]
® Alibaba Cloud only supports [ WeChat]

3. Individual settings are required for iMonitor notifications for each Dataitem.
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7.1 Bind Application
7.1.1 Line Notify

Step 1.

MERITEK loT Manual

Go to account settings, find "Bind Third-Party App Information Broadcast", press "Add" and a QR

code will appear.

Language ~ 1 fatekrdn003 ~

Contact Customer

Service

Manual Download

About the service

Privacy Policy

Terms of Service

Delete

Account Settings

Delete

Delete

©
=
g

Logout

communication

Please select new

Bind Third-Party App Information Broadcast

© o

gw}v‘ Connect to MERITEK LINE Notify
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Step 2.
After the QR code appears, please scan it with Line. After scanning, a button requesting
authorization will appear. Click on it, select the chat room where you want to receive notifications,
and then click "Agree". (If you leave this step without selecting, please restart Step 1).

17:01 O R4 40100% G 1 40100%

% a LUINE Notify Redirect <

test.meritekcloud.net

Authorize LINE Notify | MERITEK loT Service
MERITEK

Select a chat to send notifications to.

123

0~

Your profile name and the name of the
connected chat will be sent to the connected
service provider. You can disconnect services

from LINE Notify's "My page."

By agreeing, LINE Notify's official account will
be added as a friend.

Agree and connect

O
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Step 3.
After linking, an official friend named Line Notify will appear on your phone. Invite this official
friend to the group selected in Step 2.

» LINE Notify « C}

"MERITEK loT Service" is now connected
Invite this account to "123" to receive notification

Mute chat Choose friends

Invte
Q Notify

Albums

Photos & videos

Save chat

Edit this Group

Background Settings
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Step 4.
After successful integration, return to the webpage, click "Confirm", check if the newly added ite

m is displayed on the screen, and then click "Save".

Bind Third-Party App Information Broadcast o New

Please select new
communication

Lﬁ Test group LINENOTIFY ( Enable |
E meme HINENOTIRY (JI Enable

Change Password

Current Password

MNew Password

Confirm Password

Note:

The fields behind the images can be customized to use as notes. After modification.
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7.1.2 WeChat

Step 1.
Select WeChat, then press it to display a QR code.

Connect to MERITEK WeChat

Step 2.
Use the built-in camera in WeChat to scan the QR code. After successful scanning, you will be invi
ted to join the official group. Once joined, click "Next" here to stay on the project identification pa

ge.

QR Code,Meritek

7

0211802732

Verification code
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Step 3.

In the WeChat chat room, click or enter keywords as needed. After completion, you will be asked
to enter the project identification code. After entering, a message indicating successful
connection will appear.

N ¥ B100%
MERITEK loT By

Please click "Meritek Link"in the
menu or type "Fatek Link" directly
to bind you device.

Please input verification code:

Link successfully

Meritek Link | Meritek Unlink  Meritrek List

Note:

If you forget the project identification code, you need to return to Step 1 to repeat the process.
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7.2 Set up message
7.2.1 iMonitor Dataitesms
In the iMonitor's Device List, select the Dataitem you want to enable messages for, then check the

option to enable "The third party."

Send Email App Notification Send SMS Message
C «

The third party

O

Contact ™

All customer ID

0 meritekrdn003 n meritekrdn001
0 meritekrdn002 n kevinlee
0 tiffany

Recurrence Interval Transfer Delay Time

0 1

Minutes Sec

When a Dataitem triggers an alarm, it will be sent to the selected contacts below.

The contacts must also have their own accounts bound with third-party applications.
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7.2.2 HMI Alarm

To send a message using HMI, you need to check "Third Party App Information Broadcast" in the de
vice library on the webpage and select the user(s) you want to receive this device's notification.

meritekrdn003 Devices  2/200 Dataitems 1/1000 Device @ Devices
Search Device Name Search
Services
Device « Product Type Support Features Ensble 2
ﬁ Data " - b
S P5070NA B v = ( ) D
o Locatio
Management
S <
@ -
Groups and Dataltems > Device Settings
* Name * Product Type
P5070NA HI
* Service Password * Hardware 1D
1234 7287BB18-DBFE-4B81-8FFF-D9470B916!
Description A
r
Description B
s
Description C
Ed
Link Device
[ +) Link Device
Third Party App Information Broadcast
O Enabled
All customer 1D
0 fatekrdn003
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Next, configure the alarms in FvDesigner.
FvDesigner requires version 1.6.61 or above. After accessing the "Advanced Setting" of the alarm, c
heck the "loT Message" option. You can configure the message content here. When an alarm occur
s, the message will be sent to the third-party application.
If the alarm duration is less than 1 second, it may not be sent.

¥ Alarm Group 1 Properties 7 X

Group 1D 1 - C Import Export

Records |3|II = | || Backup Memory
Polling Frequency | 1sec S | If Polling Frequency is 0, system will read address as soon as possible.

|| Alarm Control Bit

—Action

M Independent alarm records for trigger, ack. and recovery status
(Please select "Log" in Display Type for Alarm Display if enabling this feature)

[| Buffer Notification Bit [suvoo | 903 Full

[] Enable Buffer Clear Bit [suvoo =

[ | Turn on Backlight and turn off Screen Saver

olle =l &lla L.

Data Type Address Condition

1 16Bit-INT §U:v20 = 0 @ alarm_message 1

B Advanced Setting B 10T Message Setting T ot

Dead Band |l]% Attached Image (%) Neone || Screenshot () Image from Video Input

[ Time Delay{the Multiple of Polling Frequency) | 1(1 sec) Attached Information || Record Address

[ "] Change Base Screen | Context |Staf|c M

["] Show Window Screen | alaem_1

Close when Alarm is Recovered Reopen while Alarm is not Rec

[] Show Text View [

—While Alarm is Triggered 2
.

Nt

loT Message Setting Eend to Line Notify

Py ST

Play Audio * Audio Library micro5h

File |

[ Buzz [short

Duration |Sinq|e Shot

Play Time |1 sec.

Preview

Cancel

[ "] Notify while Alarm is Acknowledged
|| Notify while Alarm is Recovered

Mumber of Recorded Add |‘I S

Data Type Address Length

1 16Bit-INT SUV20 1 2

OK
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8.User Center and Resource Usage

Clicking on the top right corner of the webpage will trigger a pop-up window.

Language = 1 meritekrdn003 ~

Contact Customer
Service

Manual Download

Search
o About the service
Privacy Policy
Terms of Service
¥ Account Settings
Logout
Item Describe
Contact Customer Service Can directly send email to MERITEK customer service for help.
Manual Download Download the manual.
About the service Briefly explain supported function and QR code for downloading
the App.
Privacy Policy View the Privacy Policy document.
Terms of Service When using Meritek service indicates you have accepted. the terms pf
service, please read these terms carefully.
Account Settings Modify account settings.
Logout Exit MERITEK IoT.
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Click on the bottom left corner of the webpage to display the Resource Usage.

2050/07/07 00:00 Expiry
meritekrdn003 Resource Usage date
Services Users Devices Dataitems

| ]
@ Data
196
Q Remains
Management 4/200
L] Use:
b o y !‘ v ed | leane
-
= N Historic Data Alarm Records SMS Messages
w
=
19135 19964 100
o Bt . Remains Remains Remains
865/20000 36/20000 0100

Here, you will see the usage of various functions, and if it's iMonitor, the expiration date will be

displayed.
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To enable users to use loT functionalities more flexibly, the following APIs are currently available

for use:
GCP https://meritekcloud.net
Alibaba Cloud https://meritekiot.cn
Data Format JSON
HTTP Method POST

9.1 Login Account

URL

Server/fiot_api/auth/login

Parameter

Field Type Describe

project String Customer ID (Required)

email String Email

password String Password (Required)

Return

Field Type Describe
0:SUCCESS
1:ERR_INVALID_PARAMETER
3:ERR_ITEM_NOT_EXIST

errorcode Number 7:ERR_PROJECT_NOT_EXIST)
8:ERR_AUTH_FAIL)
9:ERR_IN_BLACKLIST
15:ERR_NOT_ACTIVATED

token String Token

refresh_token String Refresh Token

expired_time String Token Expired Time

type String User Type

user_id String User ID
0: Not expired

projectExpireStatus Number 1: Expiring soon
2: Expired

projectExpireTime Number Project Expiry Time (UNIX TIMESTAMP)
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POST ~  https://meritekcloud.net/f

Params Authorization @ Headers (9) Body @ Pre-reques

none form-data ®-www-form-urlencoded @ raw binary
2 "project”: "calvinwu",

3 "email”:"jack3

4 "pas d":-"ja

m
T

GraphQL JSON

Cookies

Beautify

Return

Body Cookies Headers (13

Pretty Raw Preview Visualize JSON  ~ =
1
2 "errorcode": @,
3 "token": "nUioBEpBEsue215lolXcg@FRcnDiuNoy@”,
4 "refresh_token”: "TyelGBgh¥RrmAGLNgT7lubscAteeZayiK",
5 "expired_time": 105680,
& "type": "user”,
7 "user_id": "60e6935322927a2@a@5cid4Eec”,
g "projectExireTime":
9 "projectExpireStatus

1a +

€% 2000k 16ms

Save Response

mQ
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9.2 Logout Account

URL

Server/fiot_api/auth/logout

Parameter
Field Type Describe
token String Token

Return
Field Type Describe

0:SUCCESS

errorcode Number 1:ERR_INVALID_PARAMETER

4:ERR_INVALID_TOKEN

Example
PosT 7 PR i 2 m
Params Authorization @ Headers (8) Body @ Pre-request Script Tests Settings Cookies
none form-data ®-www-form-urlencoded @ raw binary GraphQL JSON ~ Beautify
3 "token": 'nLiioSpEE:-_e215'.cl:{cg3FQ:,nDi..‘-.‘::r_in B
5
Return
Body Cookies Headers (12) TestResults @ 2000K 41ms S07E  Save Response ~
Pretty Raw Preview Visualize JSON ~ = mQ
2 "errorcode": @
3
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Server/fiot_api/auth/refresh

Parameter
Field Type Describe
refresh_token String refresh_token (Required)
Return
Field Type Describe
0:SUCCESS
1:ERR_INVALID_PARAMETER
3:ERR_ITEM_NOT_EXIST
errorcode Number 4:ERR_INVALID_TOKEN
7:ERR_PROJECT_NOT_EXIST
9:ERR_IN_BLACKLIST
15:ERR_NOT_ACTIVATED
token String Token
refresh_token String Refresh Token
expired_time String Token Expired Time
type String User Type
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Example
Body Coockies Headers (13) Test Results i) Save Response
Pretty Raw Preview Visualize JSON = I_. Q
1
2
3 alslolxesorpenDiynoye-
4 elG5 hY?rmAGLnQ?l-SSCAtSeZﬁ'lYfIiK" . I
5 "expired_time": 105680,
6 "type": "user”,
7 "user_id": "60e6935322927a2@a@5cid4Eec”,
g "projectExireTime":
9 "projectExpireStatus
10 [
POST v~ https://meritekcloud.net/fiot_api/auth/login m
Params Authorization @ Heade Body @ Pre-reguest Script Tests Cookies
none form-data ®-www-form-urlencoded @ raw binary GraphQL JSO| Beautify
2 "refresh_token": '?ye‘_GathQrmAGLr.g?l;éSCAtéeZ-T‘:'iKi" B
3 F
Return
Body ookies Headers (13) Test Results % 2000k 77ms 760E Save Response v
Pretty Raw Preview Visualize JSON  ~ = mQ
1 _
2 "errorcods": @,
3 "token": "6yVedBoWBkwILVbrmAX4WS1iSuGecTovP™,
4 "refresh_token”: "TyelGSghYRImAGLng7lubbcAtieZdyYiK",
5 "expired_time": 10508,
6 "type": "usex",
7 "user_id": "60@e6938322927a0a@5c145ec”,
g "projectExireTime": 2555770930,
9 "projectExpireStatus": @
10 [
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9.4 Obtain Dataitem Group List

URL
Server/fiot_api/imonitor/group/list
Parameter
Field Type Describe
token String TOKEN (Required)
Return
Field Type Describe
0:SUCCESS
errorcode Number 1:ERR_INVALID PARAMETER
4:ERR_INVALID_TOKEN
255:ERR_NO_PERMSSION
Number Number Group Count
groups Object[ ] Group List
name String Name, Non-duplicate within the project
group_id String Group ID
location String GPS Coordinates, "DMS 021° 58'50.100 125°
06'08.067"
0: Not connected
cloud_status Number 1: Connected, no report
2: Connected, reported
5: Communication abnormality
alert Boolean Alarm Status
permission String Read/write permissions for this user
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Example
POST ~  https://meritekcloud.net/fiot_apifimonitor/group/list m
Params Authorization @ Head Body @ Tests Cookies
none form-data ®-www-form-urlencoded @ raw binary Graph@QL JSON Beautify
1§
2 "token" : "éyVed@oWSkwILVbrmAX4WS1iSuGcTovP™
3 +

Return
Body Headers (13} Test Results ﬁi_, Save Response
Pretty Raw Preview Visualize JSON v == W Q
2 "errorcode": @, i
3 "groups": [
B I #0451A5
5 group_id": "5dbbdSae@4e@sbIad@gafas?",
6 "name”: "MERITEK_HMI",
7 "location”: "DMS @EE°20'E03.008 @EE°0E'60.068",
g ddLocation”: "@ 0",
9 alert”: false,
16 ‘permission”: "RW"
11 b
12 i
13 "bZ345c4dalosYshEEady, r
14 na "MERITEK_CMWLC",
15 location”: "DD ©G0.080GE28 GR0.0008068°,
16 "ddLocation” '900. 0000007 OGR.0060006" ,
7 ‘alert”: false,
18 ‘permissic RW"
19 i
28 i
2% - "6ceb9cas772b97d73EdceEE1"
22 ‘name” "MERITEK_CBES",
23 location”: "GG9.0000806 290.2000888",
24 "ddLlocation™: "%,
25 ‘alert™: false,
26 permission”™: "RW"
27 1
28 1.
20 “Numbez”: 3 I_
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9.5 Obtain the Dataitem Information of the Dataitem

Group

URL

Server/fiot_api/imonitor/group/dataitems

Parameter
Field Type Describe
token String TOKEN (Required)
group_id String Group ID (Required)
Return
Field Type Describe
0:SUCCESS
1:ERR_INVALID_PARAMETER
errorcode Number 3:ERR_ITEM_NOT_EXIST
4:ERR_INVALID_TOKEN
255:ERR_NO_PERMSSION
Number Number Data Item Count
dataitems Object(] Data Item List
name String Data Item Name
dataitem_id String Data Item ID
type String Data Item Format (e.g., BIT/INT)
length Number Data Item Data Length (<100)
value Number Data Item Value
0: Not connected
cloud_status Number 1: Connected, no report
2: Connected, reported
5: Communication abnormality
alert Boolean Alarm Status
update_time Number Data Item Update Time
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Example
POST ~  https://meritekcloud.net/fiot_apifimonitor/group/dataitems “
Params Authorization @ Headers (8) Body @ Pre-request Script Tests Settings Cookies
none form-data s-www-form-urlencoded @ raw binary GraphQL JSON ~ Beautify
: f
3 "token":"6yVedBoWBkwILVbrmAX4WS1iSuGcTovE”, | |
4 "group_id":"5dbbd5aeliedsb9a409afanT"
& 5
Return
Body ~ €5 2000K 55ms 216KB Save Response w
Pretty Raw Preview Visualize JSON  ~ = mQ
1 [ |
2 "errorcode": @,
3 "dataitems": [
2 :
5 ‘name”: "Air_ Switch_¥1",
B ‘dataitem_id": "GefdB861927dER3I95Ee380a09",
7 “type”: "Bit",
g "length": 1,
g "value™: false,
1@ "cloud_status": 2,
11 ‘alert”: false,
12 ‘update_time": 1660199588
13 i
14 I
15 ‘name”: "Temperature2 V218",
16 ‘dataitem_id": "5efd863227d5@3950e38@a3L",
7 "type": "16Bit-UINT",
15 "length": 1,
19 "value™: 38,
20 "cloud_status": 2,
21 ‘alert”: false,
22 ‘update_time": 1660195146
23 i
24 1
25 ‘name”: "Temperatured4 R412Z8",
26 ‘dataitem_id": "5efdB865c27dER3950e880aa@",
27 "type”: "16Bit-UINT",
28 ‘length™: 1,
29 ‘walue™: 57,
36 "cloud_status": 5,
31 ‘alert”: false,
32 ‘'update_time": 16594277082
3 B
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Server/fiot_api/imonitor/dataitem/value

Parameter
Field Type Describe
token String TOKEN (Required)
dataitem_id String Dataitem ID (Required)
Return
Field Type Describe
0:SUCCESS
1:ERR_INVALID_PARAMETER
errorcode Number 3:ERR_ITEM_NOT_EXIST
4:ERR_INVALID_TOKEN
255:ERR_NO_PERMSSION
name String Data Item Name
dataitem_id String Data Item ID
type String Data Item Format (e.g., BIT/INT)
length Number Data Item Data Length (<100)
value Number Data Item Value
0: Not connected
cloud_status Number 1: Connected, no report
2: Connected, reported
5: Communication abnormality
alert Boolean Alarm Status
update_time Number Data Item Update Time
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Params @ Authorization @

none form-data

=5

[ERE

y

"dataitem_i

)l

7

POST ~  https:/{meritekcloud.net/fiot_apif/imonitor/dataitem/value?&

w

®-www-form-urlencoded

"token": " 6yVedBolWSkwI LVbrmAX

Cookies

Beautify

Return

Body Cockies Headers

Save Response v

Pretty Raw Preview

1

2

3

B

&

8

9 false,
18 "update_time":
11 H

wmQ
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9.7 Setting Dataitem Values

URL

Server/fiot_api/imonitor/dataitem/setValue

Parameter
Field Type Describe
token String TOKEN (Required)
dataitem_id String Dataitem ID (Required)
value Any Numerical .value/number or string depending on the
type (Required)
Return
Field Type Describe
0:SUCCESS
1:ERR_INVALID_PARAMETER
errorcode Number 3:ERR_ITEM_NOT_EXIST
4:ERR_INVALID_TOKEN
255:ERR_NO_PERMSSION
Example
POST ~ https://meritekcloud.net/fiot_api/imonitor/dataitem/setvalue m
Params Authorization @ Headers (8) Body @ Pre-request Script Tests Settings Cookies
none form-data ®-www-form-urlencoded @ raw binary GraphQL JSON ~ Beautify
; NWgegRaaIR0OrwDxo60i6XZ00pv" ,
3 B1ci3fcea®esb33es4d7cfz”, ||
Return
Body Cookies Headers (12) Test Results Es s 00 OK Time: 44 ms  Size: 507 B Save Response v
Pretty Raw Preview Visualize HTML = mQ

1 H"errorcode":0%

Note: Strings support input "abc", numbers support input 10, boolean values support input true or

false.

74






